
Key Terms
Defining Cyber Security Terms

The state of being protected against the criminal or unauthorized use of electronic data, or the 
measures taken to achieve this. 

Attack - any type of offensive maneuver that targets computer information systems, networks 
or personal computer devices to access data for malicious intent.

Antivirus - An application that understands what type of content you are opening and 
identifies threats within this content.

Breach - A cyber security compromise. It differs from a cyber-attack in that it is more precise 
and there’s less malicious intent. Data was probably released by mistake or negligence.

Brute-force attack - An attack in which strength of the software or computer is used to 
overwhelm security defenses.

Domain Name System (DNS) - The Internet’s equivalent of a phonebook. Every domain is 
assigned an IP (Internet Protocol) address and those are stored. 

Encryption - The use of an algorithm to convert pain text into cipher text. Data is scrambled so 
that information is hidden. End-to-end encryption is having the data encrypted while passing 
through a network.

Firewall - A network security device that monitors incoming and outgoing traffic. It decides to 
allow traffic or block traffic based on defined policies.

Malware - Malicious software. An umbrella term to refer to variety of hostile or intrusive 
software, including computer virus, trojan horses, ransomware, adware, and more.

Patch - A software update to an operating system, application or other function that corrects a 
particular vulnerability. 

Phishing - An attempt to obtain sensitive information for malicious reasons by disguising it as 
a trustworthy entity in an electronic communication.

Ransomware - A type of malware that prevents a user’s access to their own system. Typically, 
the software will lock the computer or user’s screen until a ransom is paid. 
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You now have a working knowledge of key cyber security terms. The next step is to determine 
the best method(s) for protecting your business from cyber security attacks. Give us a call to 
start securing your assets today.


